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Multi Network Firewall 2

Makcrmym WHHOBaLWN, NPOV3BOANTENbHOCTU n
MacLWITabMpyeMOCTN HaXOAATCA Ha PacCTOAHWM Lienyka
MbllwKM, 6narogaps ygobHomy web-nHTepdeiicy. CoeauHss B
cebe OpaHamaysp, cucTeMy OOHAPYXKeHUA BTOPXeHWU |
cnyx6bl BUpTYanbHol yactHol cetu (VPN), MNF 2 siBnsieTcs
OMNTUMaNbHbIM 1 H€30MACHbIM peLleHeM, OTBEYAIOL MM BCEM
BawmMm TpebosBaHuAM. Kpome Toro, Bbl nmonyuute rop
o6HoBNeHUl vepes Mandriva, Online Prol, uto cpenaer
Bally ceTb elle 6onee 3awmuieHHon!

MNF2 - MHOroGYHKUUOHaNbHbINA NPOAYKT, BKIKOUaKOLWNIA:

BpaHgmayap, 33U ALLMIA BalWy KOMMBIOTEPHYIO CETb OT
HeCcaHKLUMOHUPOBaHHOTO gocTyna (GbunbTpayus NnakeTos).

Curctemy 06GHaPYXeHWA BTOPXKEHUI, cooBLIalLLyio o
NOAO3PUTENBHON AKTUBHOCTI B BaLLen CeTu.

TexHonoruo VPN, NO3BONAKLLYI OpraH1M3oBaTh 6e30MacHbIN
3aKPbITHIN MapLIPYT Yepes obLylo CeTb.

Mpokcu-cepBep, NepexBaTbiBaOWUN BeCh web-TpadurK B ceTn.
DHCP-cepBep, aBTOMATUYECKMI HACTPanBAOLWNA NOAKNI0YaEMbIe K
CETU HOBbIE KOMMbKTEPLI. INTERMET
Kawwupytowumin DNS-ceppep, obecneumBatownin nokansHoe

obcnyxuBaHne DNS-3anpocoB OT KOMMBIOTEPOB Ballell CeTu.

B pononHenue K IPSec, MNF2 nogaepxusaet age Hosblx VPN-TexHonorum: s —
PPTP: HacTonbHbii MK, paboTatowmin nog Windows® moxeT EbITb aBTOMaTUUECKA ! i e | / - - -
NoAK/KUEH K BUPTYabHOW YacTHOU ceTh 6e3 yCTaHOBKM Kakoro-nuéo JononHUTeNbHOro Wik

no. . A
OpenVPN: 6onee nerkoe oTkpbiToe VPN-pelleHue, coBMecTumoe ¢ Linux, Mac OS n \____,/

Windows®.

BoHAuHT: O6beauHeHNe HECKONbKUX PUINYECKIX UHTEPHECOB B 0fUH bonee
CKOPOCTHON IOMUYeCKn i KaHai.

BpUKUHT: 3Ta HoBaA GYHKLMA NOIBOMAET aAMUHUCTPATOPY CO3LaBaTh MOCTbI
MeXy ceTeBbIMU UHTepdencamu.

LLletinuHr TpaduKa: Bbl cMOXeTe perynnpoBaTh TpaduK BaLlen ceTh,
NCNONb3ysA MHTYUTUBHO-MOHATHBIN rpaduryueckuinl MHTepdeic.

OTobpakeHue ceTell: NpefoCTaBNALT BOSMOXHOCTb CBA3aTb CETH,
MCNONb3YIOLNE OOUH 1 TOT e AUanasoH YacTHbIX aAPecoB.

Ounbtpauus P2P: MNF2 agTomatuueckn 6nokupyeT Tpaduk oT P2P-KnueHToB
ceTn Fast Track,

YnyulweHHasA NogAepKKa HECKONbKINX CETEBbIX KapT {go 10) Appo Linux 2.6
MNoppepxka Wi-Fi
YnyuweHHasa nogaepxka ADSL
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Mandriva Online Pro: [Nonyuarite o6HoBNeHUs B TeueHUe ofHOro rofja Yepes cnyx6y Mandriva Online Pro.

O6bem ycnyr noaaepXKKu, [OCTYNHbIN MO yMONUYaHKI:

LieHa BxnroyeHa B CTOMMOCTb
Tun Yepes web

Cpok 30 gHen

[ocTynHocTb | 24/7

Bpems oTBeTa 2 pabouux gHs

O6nactb AencrTeuA MNF2

MeTop dunbrpaymu: ¢ yuetom coctosHus (stateful)
MNpenonpepeneHHbie 30HbI: LAN, WAN, WIFI, FW, DMZ
3awwmTa ot DOS, DDos: la

MackapaguHr: [la

TpaHnAuuA ceTeBbIX agpecoB (NAT): [a

TpaHcnauus noptos (PAT): [la

ProxyARP: 1a

P2P-punbrpaums: FastTrack

YepHble cnucku: no IP n MAC-agpecam

CoBmectumblie TexHonornm VPN: IPsec, PPTP, OpenVPN
WndposaHue VPN: noctynHo

MeTtopb! wn¢pporaHua: 3DES

AyteHTudukauus: MD5, SHA-1

YnpaeneHue knwovamu: IKE auto

Perfect Forward Secrecy: [la

MpenoTepalleHne aTak noBTopom: [la

Ludposble cepTudukatsr: Ja

AHanoroBbI1 MOgem
ISDN-mopem

DSL coeguHeHMne
Ka6enb/LAN

Wi-Fi

Pentium Il nnun Bbiwe

128 Mb RAM

CD-ROM

10 I'b cBo6OQHOrO MPOCTPAHCTBA HA XKECTKOM UCKE.

Mo kpaliHe mepe 3 (Ho He H6onee 10) ceTeBble KapTbl, COBMECTUMBIE C
Mandriva Linux.

Mandriva He rapaHTupyeT, uTo npogykT MNF2 coBMECTUM CO BCEMU CUCTEMHBIMA 1
NPOrPamMMHbIMN KOHGUIypaunamu.
CnNncoK coBMeCTUMOro 060pyA0BaHMA LOCTYNEH Ha Hawem web-caiTe:

OGHapy»XeHne BTopKeHui: Snort & Prelude

Mouck yassumocTten: la

Web-npokcu ¢ punbrpayumeii: Ja

Cepepa DHCP n DNS: [la

OunbTpauus BpefoHocHoro Kofa: Java, ActiveX, Proxy, Cookies
OTtob6paxeHue ceteir: [la

boHguur: Ja

CraTnyveckaa maplpyTtunsayus: fla

BpupxuHr: [a

NCTouHMKIM AaHHbIX: CETb U CUCTEMA
AHanuns xxypHanoB: [la

OrpaHuyeHune poctyna B UHTepHeT: [la
Wennuur: Ja

Yyet Tpaduka: Ja

MeTop ynpasneHus: yepes web-6payzep no alumiLeHHOMY KaHany
YpaneHHoe ynpaesneHue: SSH

KomaHpHas cTpoka : [la

InarHocTnueckne nHcTpymeHTsl: Ping, Trace, NSLookup
Perncrpauus n ysegomneHums: Syslog, anektpoHHas noyta

2.6, ONONHUTENbLHO 3aLUULLEHHOE



